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ABSTRACT 
 
 
 
 
 
 
 
 
 
 
Currently, intrusion detection system has become widely   used as a network 
perimeter security. The used of IDS to prevent the extremely sophisticated attacks in 
most of our industries, governmental organization and educational institutions 
.However ,Intrusion detection system can be either host-based or network based 
intrusion detection system, in a host-base intrusion it monitors the host where its 
configured while the network-based IDS it monitors both inbound and outbound 
traffic network. Furthermore, signature based or anomaly based detection techniques 
are used to detect malicious packets or attack in both network and host-based 
intrusion detection systems. Therefore, the challenges faced by most of the signature 
based detection systems like Snort tool is incapability to detect malicious traffic at 
higher traffic network, which resulted in a packet drooping and subjected the network 
where this signature based system is configured as a network perimeter security. The 
challenges resulted as a result of inefficiency of the pattern matching algorithms to 
efficiently perform pattern matching. Moreover, this project research work aim to 
compare the current Boyer-Moore pattern matching algorithm applied by the snort 
IDS with the Quick Search pattern matching algorithm in order to evaluate their 
performance and recommend for the implementation of the new pattern matching 
algorithm that will enhance snort detection performance 
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CHAPTER 1 
 
 
 
 
 
 
 
 
 
 
 
 
INTRODUCTION 
 
 
 
 
 
 
 
 
 
 
1.1. Overview 
 
 
All the time face to face communication has been an essential role of 
social development and gives capability of spoken languages. After invented 
the telephone and built its network, the way of communication have been 
developed and served among long distances. 
 
 
Even though the advanced technology reduces the distance of people 
significantly, among the distance and additional broadcasts also increases the 
security issues for the communicators. 
 
 
Attacking technology initiating the developing of telephone networks, for 
the purpose of stealing calls, and attempts the bugging some telephone 
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systems, professionals sometimes attempt to broke the system of the 
administrator or provider to modify and control their accounts. Worm, viruses, 
backdoors, and spywares, were invented by hacker to steal, destroy data, and 
block the network, control remote, and advertise on computer, in the era of 
computer network. 
 
 
Attacker can do whatever they want from the other side of the world, and 
almost everything they want they can do on the internet easily and they have 
techniques to control one or a set of zombie PCs (typically known as 
“Botnet”). 
 
In contrast, most of intruder’s aims are begins from individual interests 
and gives to gain higher skills, because of that the attackers are attracting a 
new built-up chain. Professional attackers sells on the internet their products 
and services (Zhang, 2011). 
 
In the history, viruses had caused huge universal damages of several 
computers that are the reasons to start and realize the essential of anti-virus 
software. How do they obligate the virus? Several computers need to browse 
webs, sent e-mail and malware. Nevertheless, attackers can access some 
others like servers or computers without internet get backdoors to steal the 
data. Data link-layer and IP addresses on the network layer can only block the 
firewall; unfortunately, on application layer firewalls cannot detect anything. 
It is not easy to discriminate or decide among threats and normal activities. 
(Geddes, 2009) 
 
Intrusion detection system (IDS) is a tool that has capability to 
understand every aspect of the network packets. It can investigate the packets 
of the network and captures the identifications of the network attacks. Now 
day, it is essential most organizations to use intrusion detection systems (I DS) 
as their security infrastructure (Jajodia, 2001). 
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Fundamentally, IDS classifies into host-based and network-based IDS. 
Host-based IDS operates as traditional antivirus software collecting 
information from each individual computer system, and it can be blocked or 
detect attacks. Though, HIDS has two limitations. First HIDS requires too 
many resources of CPU to spend on the host computer, and the assist can only 
be received by itself. Second during the data transmission in the network, 
HIDS could not detect the network devices like switches from attacks, and the 
packet sniff. 
 
 
A network-based IDS (NIDS) analyses and captures the packets of the 
network, and detects all attacks inside the network on the scope of the 
network; also all belief domains can obtain the advantage (Zhang, 2011). 
 
 
Altogether, intrusion detection techniques are mainly classified into 
Misuse detection and anomaly detection. Misuse detection technique matches 
and identifies the evidence of malicious behavior attacks using against 
signature and predefined statements. Misuse detection has a high miss 
detection rate, and low false alarm rate. Anomaly detection expresses as 
normal behavior and tries to attempt the identification of abnormal 
modification; perhaps, anomaly detection has low miss detection rate, and can 
detect new attacks, though anomaly detection has very high false alarm rate. 
 
 
Generally, misuse detection comprises a set of signatures that identifies 
different attacks, applying misuse detection needs high load processing during 
the traffic detection, which source forwarding rate of lower packet in the 
network than the normal layer-3 switch (Geddes, 2009). 
 
Snort is an open source lightweight network intrusion detection system 
(IDS) established by source-fire and it essentially based on misuse detection 
approach. It is an ingenious accomplished IDS the solution of Snort inline 
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mode for all purpose CPU. Snort supports both IPV6 and IPV4. But, Snort is 
uncontaminated software design, comparing ASIC and FPGA, Snort has quite 
slower processing speed (Geddes, 2009). 
 
 
1.2. Problem Background 
 
The movement towards more secured computing system continues to rise 
as management become mindful of numerous threats that exist to their 
organizations. Today intrusion detection system (IDS) has become a standard 
component of network security. Network intrusion detection system (NIDS) 
has been widely implemented in order to build layered information security 
infrastructure. Snort tool is a real time packet analyzer and packet logger that 
perform packet payload inspection by using pattern matching algorithms. 
 
 
1.3.  Statement of the Problem 
Most of the intrusion detection systems deployed by the IT-based 
professional enterprises or educational organizations are either used signature 
based techniques to detect anomalous network packet, or statistical anomaly 
based detections techniques. One of the well-recognized signature-based 
techniques is the snort tool. Though, using Snort tool as malware detections 
has several related aspects. Here are some of them. 
 
 
Hence, this project will concentrate the existing pattern matching 
algorithm used by Snort signature-based detection system, and the 
performance of these applied algorithms with Snort poverty of dropping 
packets. This project will analyze a selected pattern matching algorithms and 
propose a single if applied being better performing in the Snort tool. 
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SNORT detection performance in Linux and Windows platforms. 
1. Snort tool skills performance poverty in higher rate traffic network which 
lead to the packet dropping. 
2. The powerlessness of the snort tool to detect and log unknown and 
known malware variants, and also obfuscated malware. 
3. The lag time between snort repository rule update and release of new 
malware has contributed immensely in the downward performance of 
snort tool. 
4. Also problem of false alarms appears to be most pressing one. 
 
 
 
1.4. Research Goals 
 
 
In this project presents the pattern matching algorithm of network deep 
packet inspection program. By way of Snort is the most open source typical 
deep packet inspection based on intrusion detection system this project will 
use the comparing some of pattern matching algorithm applying in Snort. 
Currently, Snort is still a sequence program. Some types of pattern matching 
algorithm have been implemented by researchers on some special network 
processors. However, almost none of them are based on a general processor. 
This project attempt to find and evaluate some possible methods of Snort 
pattern matching algorithm on general network system, and also, will come up 
analyzing the performance according to the accuracy and speed in Linux and 
windows OS platforms. At the end of this project, the analyzing performance 
of pattern matching algorithms using the current Snort is the expected outputs. 
However this project will not focus on the parallelization processing, and the 
efficiency of the memory usage. 
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1.5. Objectives of the Project 
 
 
This project aims at studying different components of snort tools and 
compare between of pattern matching algorithms and snort Quick search. This 
is in order to analyze the performance of snort tool in UTM network. Therefore the 
following objectives are set to be achieved. 
 
1. To study and compare between two snort pattern matching Algorithms 
2. To identify limitations and strength of snort tool Network Intrusion 
Detection Systems (NIDS). 
3. To analyze the performance of two pattern matching algorithms 
applied in Snort. 
 
 
 
1.6. Scope of the Project 
 
 
The project has the following limitation to be considered in the study. 
1. The study is limited to snort components and snort pattern matching 
algorithms  
2. The study uses open source snort tool application.  
3. The study will aim the analyzing two of pattern matching algorithms 
applied in Snort 
4. Hexadecimal representation of TCP and Plain of English text were used as 
the data of this project work to experiment the result of the algorithms 
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1.7. Organization of the Project 
 
 
 
This project is charted in chapters as follows: Chapter 1 delivers the 
general impression of the research topic and statement of the problems, scope, 
and objective and the as well as chapter 2 reviewed some literatures about 
intrusion detection system, then Snort and it is components. In chapter 3 
discusses the methodology to be used in comparing two different pattern 
matching algorithm, and the research framework as well. Indeed, chapter 4 
presents the project initial finding and the discussions. Also, in chapter 5 will 
present the result and its analysis. Finally, chapter 6 will be the conclusion and 
further work to be conducted in the project.
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